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Introduction 
Over the last 25 years, the spreadsheet has become the de facto tool within 
organizations of all sizes and shapes. Nowhere is usage more widespread 
than in the finance, tax, and accounting departments. Seen as easy to use, 
low cost, and more productive than manual efforts, spreadsheet software is 
the reporting and analysis tool of choice for many professionals.   
 
Unfortunately, the use of spreadsheets—and, more importantly, the lack of 
controls over spreadsheets—has been a contributing factor in financial 
reporting errors at a number of companies. In today’s world of compliance, 
audits, and lawsuits, this is one major area of risk within organizations, both 
public and private, that is surprisingly often overlooked.    
 
A great many spreadsheets in use today are complex systems of linked 
workbooks, macros, and program logic -- they are, in end effect, an 
application. However, these “applications” lack nearly all of the controls of 
typical IT applications: security, data integrity checks and balances, change 
management, audit trails, back-ups, quality control, and documentation.  
 
Without these types of controls, complex spreadsheets can put companies 
at major risk for faulty decision-making, lack of compliance with tax 
regulations and GAAP rules, audit problems, fraud, the loss of historical 
data, and even the loss of the spreadsheet application itself. Providing an 
audit trail for changes to financial data is a major compliance issue for 
Sarbanes-Oxley.    
 
Secondary to the risk, but also vastly underestimated, is the productivity 
drain of maintaining complex spreadsheets. The creators of the 
spreadsheets may spend more time “programming” the spreadsheets than 
they do performing their principal job function.  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

“Anecdotal evidence 
suggests that 20-40% of 
spreadsheets have 
errors, but recent audits 
of 54 spreadsheets found 
that 49 (or 91%) had 
errors, according to 
research by Raymond R. 
Panko, a professor at the 
University of Hawaii.” 
 
Computer World,  
May 24, 2004 
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Spreadsheet Risk — The Stakes Are High   
Whether your company is small or large, public or private, or you work for a 
government agency, uncontrolled spreadsheet use can result in not only 
significant financial loss, but loss of reputation and goodwill.          

Spreadsheet Errors 
Part of the risk of using spreadsheets is the probability of error. As 
spreadsheets become more complex, the chance for error increases 
from a simple data entry mistake to incorrect formulas and macros. The 
cost of errors can be enormously high depending upon the criticality of 
the spreadsheet.  
 
In addition to the explicit costs associated with the manpower necessary 
to locate and fix spreadsheet errors, there are the more far-reaching and 
serious costs. The media is rife with examples of spreadsheet errors 
being blamed for companies having to restate financials, losing 
business deals, getting fined by regulatory agencies, and losing 
credibility in the marketplace. For an exhaustive list of examples, view 
the list on the Website of the European Spreadsheet Risks Interest 
Group (www.eusprig.org/stories.htm). 

Business Continuity 
Another major risk is the lack of business continuity should the person who 
is maintaining the spreadsheet leave the company. Unlike the use of 
packaged applications, where an organization can hire a replacement who 
has experience using a specific system, it can be extremely difficult for 
someone else to understand how a spreadsheet is designed to be used.  

Fraud 
White collar criminals have found that spreadsheets are an excellent tool for 
perpetrating and covering up fraud. The Enron, Paramalat, and WorldCom 
scandals all included spreadsheet fraud. According to a survey conducted 
by the Association of Certified Fraud Examiners, the median fraud loss for 
financial fraud is a million dollars, compared to a median loss of only 
$100,000 for frauds in general.1 

Non-Compliance 
Finally, the cost of non-compliance should not be taken lightly. Sarbanes-
Oxley penalties for non-compliance can be severe, ranging from delisting 
the company from the stock exchange to multi-million dollar fines and 
imprisonment.   
 
 

Which Spreadsheets Are at Risk?    
The major reason for these problems is that spreadsheets are not treated as 
a business resource -- with the control and oversight normally associated 
with a company asset. So how does a company go about evaluating which 
spreadsheets are the most at risk and have the highest impact on the 
company?   

                                                         
1 Association of Certified Fraud Examiners, Study, 2004  
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Ad-hoc spreadsheets are typically employed throughout an organization to 
organize and present all types of data. This ad hoc usage, where reported 
financial data is not involved, is most likely a lower risk/lower impact type of 
spreadsheet. For these spreadsheets, manual, self-policed controls are 
probably sufficient.  
 
However, a significant number of companies depend upon spreadsheets as 
a key tool in financial reporting and other financial processes. In fact, many 
of the spreadsheets within the financial area are quite complex, with logic 
and dependencies being defined, data being imported and exported, and 
extensive calculations created. Spreadsheet usage that involves financial 
reporting, forecasting, and other handling of reported financial data should 
be subject to stricter controls than self-policing and even spreadsheet best 
practices.  
 
If an organization determines that stricter controls on spreadsheet use 
should be applied, then it will first need to establish best practices and 
policies to address these controls. These policies and procedures will need 
to be communicated thoroughly to all employees involved in using and 
creating spreadsheets. The company must then monitor and enforce the 
policies.  
 
However, high impact/high risk spreadsheets are ideal candidates for being 
replaced by formal IT applications and, at the very least, the company will 
benefit from having the much stricter controls in place normally found within 
IT applications. 

Ensuring Adequate Control of Spreadsheets   
The following controls are normally used to ensure accuracy, availability, 
and security for IT applications. These same controls are what must be 
implemented for higher risk/higher impact spreadsheets.  

 Security - Preventing unauthorized access to corporate data is not 
only important to protect against fraud, but is a mandatory component 
of compliance with many regulations. 

 Audit/archiving - In addition to being a best practice for any type of 
corporate financial data, public companies are required by the 
Sarbanes-Oxley Act to document changes made to financial data. 

 Data integrity - Spreadsheets are notorious for containing mistakes. 
There needs to be systematic verification and validation of 
calculations and functionality. 

 Documentation - When the creator of a spreadsheet leaves the 
company, other employees are often left with undocumented 
spreadsheets with no idea how to correctly use and maintain them.   

 Back-ups - This should be part of best practices for all corporate data 
to prevent loss of corporate information assets.    

 Change control and quality assurance - All changes should be 
verified before they are implemented, including structured testing to 
ensure accuracy of logic and calculations.  

 

“As the importance of the 
information being 
generated by a 
spreadsheet increases 
and the complexity 
increases, reliance on 
manual controls and 
processes may not be 
sufficient to satisfy the 
requirements under 
Sarbanes-Oxley Section 
404.” 
 
PricewaterhouseCoopers, 
“The Use of 
Spreadsheets: 
Considerations for 
Section 404 of the 
Sarbanes-Oxley Act,” 
2004 
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“The range in error rates 
depends on the complexity 
of the spreadsheet being 
tested… none of the tests 
included spreadsheets with 
more than 200 line items, 
where the probability of error 
approaches 100 percent.”  
 
The Journal of Property 
Management, July 2002 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Impact on Productivity  
For complex spreadsheets, implementing and maintaining the above 
controls will most certainly be a time-consuming, if not impossible, effort. 
Since most business professionals are not trained in the methodology of the 
software development lifecycle, implementing these controls will likely 
require IT resources and potentially additional software to monitor and 
enforce the control policies relative to spreadsheets.   
 
This effort is, of course, in addition to the already significant amount of 
resources required to maintain the spreadsheets as changes in the business 
occur. While spreadsheets are widely viewed as low-cost, personal 
productivity tools, more complex usage can lead to the opposite: a 
productivity drain, as business analysts and accountants become 
application programmers. Very often, maintaining these large, complex 
spreadsheets can eat up a significant portion of time and take away from 
core business tasks. While there are no formal studies to date on the costs 
to an organization of creating and maintaining massive, complex 
spreadsheets, based on all of the components that go into developing and 
maintaining them, one has to assume the costs are high.   

A Complex Spreadsheet Example — Fixed Assets 
and Depreciation 
Back when the straight-line method was all that was required for 
depreciation, using a spreadsheet for this was simple. In the past, one could 
easily keep track of company assets and depreciate them correctly with the 
use of a spreadsheet. Today, the situation is dramatically different.  

Multiple Ways to Depreciate an Asset 
Each asset now has the possibility of being depreciated in six (or more) 
different ways—GAAP, regular tax, AMT, ACE, E&P, and state(s) —and all 
at the same moment in time. Remarkably enough, it’s not unusual for an 
asset to be depreciated in six different ways for six different purposes.  
 
In addition, changing GAAP rules and tax laws add to the burden. The 
person responsible for the fixed assets spreadsheet must track all the new 
relevant laws (after first interpreting and understanding the changes), 
program the calculations into the spreadsheet, and test the changes to 
make sure they are accurate. These rules and regulations also have specific 
dates of applicability that must be programmed into the spreadsheet or else 
kept in the head of the person tracking the asset.  

Other Tax and Accounting Rules 
In addition to depreciation rules, other tax and accounting rules that affect 
fixed assets, and for which calculations and programming logic could be 
necessary, include:  
   

• The computation of gain and loss on asset disposals 
• The breakdown of gain between capital and ordinary income 
• The recapture of depreciation and certain credits when assets are 

no longer used in a business 
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• The correct treatment of like-kind exchanges and how to calculate 
the basis of the new asset(s) received 

• Tax credits allowed for certain types of assets 

Reporting Requirements 
Another source of complexity when using spreadsheets to manage and 
depreciate fixed assets is the need to develop reports and conduct analysis 
in order to answer relevant business questions. Each time the situation 
arises where the spreadsheet is not designed to answer the question at 
hand, the person in charge of the spreadsheet needs to build new logic in 
order to create reports. This takes time and is prone to errors, making the 
business open to operating on less than perfect information as key 
decisions are made. 

Increasing Number of Assets 
As businesses grow, the number of assets can increase dramatically. What 
was once a small, manageable spreadsheet can grow to thousands of lines 
to support several thousand assets. Independent research shows that 
spreadsheets with more than 200 lines almost always contain errors. 
Tracking and handling a several thousand line spreadsheet is cumbersome 
and certainly error-prone.   

Total Cost of Ownership 
While the perception is that spreadsheets are a low cost option, the total 
cost of ownership can be deceiving. The cost comparison of off-the-shelf 
software designed to handle complex functions such as fixed assets 
management versus in-house spreadsheet use should take into 
consideration not only the cost of the software, but the total cost of 
ownership. For spreadsheets, this should include the following:  

 Cost to create, test, and document the spreadsheet  
 Cost to maintain the spreadsheet as changes occur 
 Cost to research tax law and accounting rule changes 
 Software required to secure and back-up the spreadsheet and the 

data 
 Time/costs spent documenting changes and creating a manual audit 

trail    

There is also the “soft” cost or opportunity cost of not having time to perform 
the principal job tasks of the person who is creating and maintaining the 
spreadsheet. For example, this could mean not having time to perform an 
analysis that could save the company tax dollars.      

Finally, there are the resulting costs of business risks that must be 
considered: non-compliance fines, financial losses caused by faulty 
decision-making, and incorrect results causing interest and penalties to be 
assessed.     
 
All in all, anyone using a spreadsheet to manage and track fixed assets 
today is undoubtedly dealing with an extremely complex spreadsheet and 
must invest significant hours to maintain and validate its accuracy.   
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Fixed Assets Software — The Safer Alternative  
To eliminate the burden and risk of maintaining spreadsheets for important 
tax and accounting work such as fixed assets management, a packaged 
application from a reputable vendor will provide the program logic and 
calculations necessary to accurately and efficiently manage, depreciate, and 
report on fixed assets. Good fixed assets software has all the tax code and 
GAAP rules embedded within the product and has thoroughly-tested logic 
that ensures the rules are applied correctly. Frequent updates by the vendor 
guarantee that all changes and new laws are included in the software 
automatically.  

Increased Efficiency and Productivity 
With a fixed assets software package, the professionals responsible for 
fixed assets management and depreciation can focus on the job at hand 
and not have to worry about programming the latest tax law changes into 
the spreadsheet and then wondering if their interpretation and calculations 
are correct. Reports can be generated easily and quickly.   

Quality Assurance and Accuracy 
A good software package has been validated for accuracy not only by the 
vendor’s quality assurance team, but by the thousands of customers using 
the software. Leading vendors also have a tremendous number of resources 
available with in-depth expertise in all matters related to tax law and 
accounting rules for fixed assets.  

Reduced Risk 
The risk of error, unauthorized access, and data loss is greatly reduced by 
using a fixed assets software package. Good fixed assets software provides 
all the controls and protections necessary for compliance and financial data 
best practices: security, back-ups, audit trail, and documentation.  

Grows With the Company  
Unlike spreadsheets, fixed assets software can easily handle a large 
number of fixed assets without an impact on efficiency, performance, and 
accuracy.  
 

Summary  
Many companies rely on spreadsheets as a key component in their financial 
reporting and operational processes. However, it is clear that there is 
considerable risk inherent in spreadsheet use that should be evaluated and 
mitigated to avoid the negative consequences of faulty business decisions, 
lawsuits, decreased productivity, fraud, and non-compliance fines.    
 
It is important that companies determine which spreadsheets require further 
controls and whether, in fact, it is possible to implement and enforce 
controls that are adequate. For many enterprises, the preferable and lower 
risk alternative would be to migrate to a software package or application 
within a controlled IT environment.  
 

 

BNA Fixed Assets™ 
software is a compre-
hensive fixed assets 
management and 
depreciation system with 
a built-in validation 
engine that enforces 
compliance with GAAP 
and tax rules. 
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nation’s top 50 accounting firms. 
 
For more information visit: www.bnasoftware.com  
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